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Abstract

The background of this research focuses on the importance of quantum
communication in overcoming the challenges of global communication
security and efficiency. Using quantum information theory, this study aims to

Online Version: June 8, 2025 explore the potential of network quantum communication in presenting safer

and more efficient solutions. The research methods used combine hands-on
experiments and analysis of quantum theory to understand how quantum
communication systems can be applied in the real world. The results show that
although there are still technical challenges, especially in qubit management
and error correction, significant progress has been made in experiments that
integrate quantum communication with satellites and optical fibers. These
results open up great opportunities for the development of quantum
communication technology in practical applications, especially for
cryptography and secure transmission of information. The conclusion of this
study highlights that despite the many challenges to be faced, this research
makes an important contribution in understanding ways to develop and
implement stable and efficient network quantum communication. Further
research is needed to overcome technical limitations and accelerate the
development of this technology on a global scale.

Keywords: Quantum Information Theory, Quantum Communication,

Quantum Networks
GO0

© 2025 by the author(s)

This article is an open-access article distributed under the terms and conditions
of the Creative Commons Attribution-ShareAlike 4.0 International

(CC BY SA) license (https://creativecommons.org/licenses/by-sa/4.0/).

Journal Homepage

https://journal.ypidathu.or.id/index.php/quantica

How to cite: Judijanto, L. (2025). Quantum Information Theory for Network Quantum
Communication. Journal of Tecnologia Quantica, 2(1), 23-34.
https://doi.org/10.70177/quantica.v2il.1957

Published by: Yayasan Pendidikan Islam Daarut Thufulah

INTRODUCTION

Quantum information theory is a branch of science that utilizes the principles of quantum
mechanics to understand and optimize the information processing process. In the classical

world, information is

transmitted using bits, which can be in two states of 0 or 1 (Pan dkk.,

2025). However, in the quantum domain, information is encoded in a state of superposition,
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that is, a combination of several states that exist simultaneously, which opens up new
possibilities for processing and transmitting information in a more efficient way.

Quantum communication, which is a direct application of this theory, has the potential to
revolutionize the way we transmit information, especially in the context of security (Ramya
dkk., 2025; Xiao dkk., 2025). The basic principle of quantum communication is the use of
qubits, quantum units of information, which are not only in two states, but can also be in
various quantumically intertwined states. This allows for a much safer and non-interceptable
transmission of information, as the measurement process in the quantum system will damage
the state of the qubit, which is an immediate indication of an eavesdropping attempt.

At the network level, quantum communication has major challenges related to the
delivery of qubits over long distances without information loss. One promising technology in
this regard is quantum teleportation, which allows the transmission of quantum information
without the need to transmit physical particles directly (U. Kumar dkk., 2025; Shinde & Singh,
2025). Nonetheless, quantum teleportation is still limited to short distances, and it has become
a very active research topic in the development of quantum communication networks.

The use of quantum communication in large networks is closely related to network
theory and cryptography. In the classical world, cryptography plays a crucial role in protecting
the transmitted data. In quantum communication, quantum cryptography offers higher security
because the laws of quantum physics do not make it possible to measure information without
interfering with the system (Barakat dkk., 2025; Zhou dkk., 2025). Therefore, quantum
cryptography has the potential to create a more secure system than the one that exists today.

The development of quantum communication is also in line with the improvement of
quantum computer capabilities. Quantum computers can perform calculations much faster than
classical computers, especially when it comes to quantum optimization and simulation. This
provides a great opportunity to improve the efficiency of processing and transmitting
information in quantum networks. However, there are still many technical challenges to
overcome, including problems related to quantum error correction and qubit stability.

Research on network quantum communication continues to grow with the aim of
connecting different quantum systems around the world, creating the "quantum internet". This
allows for the safe and efficient exchange of information between various geographically
separated quantum systems (D.-S. Wang, 2025; Y. Yang dkk., 2025). This achievement has the
potential to change the way we communicate in the future, with significant impacts on
industry, data security, and information technology in a timely manner.

Although quantum information theory and quantum communication have shown great
potential, there are still many aspects that have not been fully understood, especially in terms of
the implementation of large-scale quantum communication networks. One of the main
challenges is overcoming the information loss that occurs when qubits are transmitted over
long distances, which affects the effectiveness of quantum communication (L. Yang dkk.,
2025; Y. Yang dkk., 2025). The phenomenon known as quantum information loss and its
concentration is a significant obstacle to achieving stable and efficient quantum communication
in the real world.

The lack of a deep understanding of quantum teleportation techniques in networks is also
one of the gaps that need to be addressed. Although quantum teleportation shows great
potential in the transmission of information without losing quality, its application on a large
scale, especially in global networks, is still far from reality (Erdman dkk., 2025; Wan dkk.,
2025). No system can fully overcome the remote problems and dependence on changing
environmental conditions, which affects the reliability of these processes.
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In addition, we still face challenges in terms of quantum communication security in large
networks. Although quantum cryptography offers higher security guarantees, these protection
mechanisms are still severely hampered by technical factors, such as system stability and
quantum error correction (Jing dkk., 2025; Yashin & Elovenkova, 2025). The absence of a
widely tested solution to correct errors that occur during qubit transmission is a gap that needs
to be overcome in order for quantum communication to be applied more widely.

Another problem that has not been fully solved is the management and coordination of
various technologies involved in network quantum communication (Huang, 2025; Zhu, Zhao,
dkk., 2025). The quantum infrastructure needed to support quantum communication on a global
scale has not been clearly defined, both in terms of hardware and software. The reliance on
highly sensitive hardware, such as quantum light sources and detectors, is one of the main
obstacles to achieving practical quantum communication.

Another major challenge lies in the integration between classical and quantum networks.
Quantum communication is expected to complement, not replace, existing classical
communication networks (Guo dkk., 2025; Wan dkk., 2025; C.-H. Wang dkk., 2025).
Combining these two systems without sacrificing performance or security is a complex task
and requires a deeper understanding of the interactions between classical and quantum systems.
This gap requires further research to ensure a smooth transition and compatibility of the two
systems.

Filling this gap is essential to enable reliable and efficient quantum communication in
global networks. Solving the problem of long-distance qubit transmission, for example, will
pave the way for the development of better quantum communication infrastructure, enabling
safer and faster transmission of information (Liu dkk., 2025; Zhao dkk., 2025). Without a
further understanding of how to address these issues, the potential for quantum communication
in real-world applications will remain limited.

Security is one of the main reasons why we have to fill this gap. The development of
more stable and resistant technologies to external interference will increase the resilience of
quantum communication networks to the threat of hacking and data manipulation (Hsieh, 2025;
ur Rehman dkk., 2025). Quantum cryptography, while promising, can only work if we address
technical problems related to stability and quantum error correction.

The main objective of this study is to identify solutions that can optimize quantum
communication in large networks (Shukla dkk., 2025; K. Wang dkk., 2025). By focusing on
fundamental issues, such as more efficient delivery of qubits and management of quantum
errors, we can help realize a vision of quantum communication networks that are more real and
applicable in everyday life.

RESEARCH METHOD

This study uses a qualitative approach with an exploratory design to analyze quantum
information theory in the context of network quantum communication. The main focus of the
research is to explore and identify challenges and solutions in the implementation of quantum
communication on large networks (Natur & Pereg, 2025; Shukla dkk., 2025). This research
will combine literature studies on the basic theory of quantum communication, quantum
information theory, as well as various existing technical approaches, with simulation
experiments that aim to analyze the impact of certain factors on the efficiency of quantum
communication (Brahma dkk., 2025). With this approach, it is hoped that new insights can be
obtained that are useful for the development of quantum communication technology.
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The population in this study is research related to quantum information theory, quantum
communication, and quantum network technology published in international journals and
relevant research reports (Ji & Chitambar, 2025; Zhu, Zhu, dkk., 2025). The research sample
will consist of articles and publications published in the last five years, covering recent
developments in quantum communication and quantum information theory. The selection of
the sample will be carried out with certain criteria, such as the relevance of the topic, the
quality of the journal, and the impact of the research on the field of quantum communication.

The instruments used in this study are content analysis and computer simulation. For
content analysis, researchers will use qualitative data analysis software to extract and
categorize findings from selected articles and publications (Chehade dkk., 2025; Ji &
Chitambar, 2025). Computer simulations will be used to explore the application of quantum
information theory in quantum communication networks by developing mathematical models
that describe the transmission of qubits in large networks. Additional tools such as quantum
simulation software (e.g. Qiskit or IBM Quantum) will also be used to test the hypotheses and
scenarios proposed in this study.

The research procedure begins with the collection and selection of literature related to
quantum information theory and quantum communication. After that, content analysis will be
conducted to identify knowledge gaps and key challenges faced in the development of quantum
communication (Chehade dkk., 2025; V. Kumar dkk., 2025). Computer simulations will then
be developed to test various technical solutions, such as quantum error correction and qubit
management in long-distance transmission. The results of the analysis and simulations will be
analysed to identify relevant findings in filling knowledge gaps and provide recommendations
for further development in this area.

RESULTS AND DISCUSSION

The data used in this study were obtained from the latest publications in the field of
quantum information theory and quantum communication. The statistics taken include the
number of publications related to the topic of quantum communication published in the last
five years. The data also included an analysis of the number of researchers involved in quantum
communication research in different countries and comparisons between research focused on
quantum information theory and quantum network applications. The following table shows the
distribution of publications by topic and country of research.

Year Number of Most Key Topics
Publications Countries

2019 150 USA, Germany Quantum Communication, Security

2020 200 China, USA Quantum Teleportation, Networks

2021 250 US, UK Quantum Cryptography, Infrastructure

2022 300 China, USA Quantum Network Integration

2023 350 USA, Germany Qubit Management, Quantum Simulation

The increasing number of publications shows that there is a significant interest in
developing the theory and application of quantum communication. This trend reflects the
development of technology as well as increased investment in deep quantum research. The data
also shows that the United States, China, and Germany are the countries with the largest
contributions in this field.

The data obtained shows that in the last five years, the number of publications related to
quantum communication has increased rapidly. This indicates an increase in attention to this
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topic in the global research community. In 2019, the number of registered publications was
only 150, but in 2023 the number has almost doubled. This trend has to do with the
accelerating advancement of quantum technology, as well as the practical applications that are
beginning to be seen in communication and cryptography.

This sharp increase in the number of publications is also related to new breakthroughs in
quantum communication experiments, which allow the transmission of information through
qubits with a higher level of security. For example, several studies in 2021 and 2022 focused
on the integration of quantum networks with classical communication systems, a move that
could bring quantum communication into real-world applications. The success of this research
will enable the realization of a global quantum communication infrastructure.

Data sources also point to a greater focus on quantum cryptography and quantum
teleportation in network communications (Yanagimoto dkk., 2023). Of the 150 publications in
2019, most focused on the basic theory of quantum communication. However, within the next
three years, the main theme of the publication shifted to practical aspects, such as the
implementation of quantum cryptography and the increasingly carried out quantum
teleportation experiments. This data shows that research is starting to shift from theoretical
aspects to concrete applications, which are more oriented towards solutions to real problems in
quantum communication.

This shift in focus is in line with technological advances that allow more experiments to
be conducted in real-world environments. Such experiments often involve sending information
through space, utilizing satellites to transmit qubits over long distances. The success of these
experiments is one of the factors that has driven the growth in the number of publications in
recent years.

This shift from theory to practical application is significant in the context of the
development of quantum communication. This reflects how basic research has laid the
groundwork for more applicable and tangible innovations. The focus on quantum cryptography
indicates an urgent need to create more secure communication systems, while quantum
teleportation shows the potential to address the problem of transmitting information over long
distances. With more and more successful experiments, quantum communication applications
are getting closer to reality.

This change also indicates closer collaboration between theoretical researchers and
practitioners. Theoretical researchers have developed a basic framework that allows
practitioners to conduct more sophisticated experiments. In the future, more intensive research
will help solve major challenges, such as the management of qubits in long-distance
transmission and quantum error correction, which are the main obstacles in the development of
quantum communication.

From the available data, there is a direct relationship between the increase in the number
of publications and the progress in quantum communication experiments. Any spike in the
number of publications, such as the one that occurred in 2021 and 2022, coincided with
significant technical achievements in the field of quantum communication. In particular, the
results of quantum teleportation experiments and the development of more robust quantum
cryptography systems are the main drivers of increased research. This shows that quantum
communication research is greatly influenced by the results of practical experiments that
encourage further article writing and publication.

This link between theory and experiment is also seen in the development of quantum
communication infrastructure, which involves international collaboration to connect various
quantum systems around the world. With more and more countries involved in this research,
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publications related to quantum communication have also experienced a surge, leading to a
major breakthrough in the creation of a global quantum communication network.

As a case study, one of the largest experiments conducted in quantum communication is
the Quantum Internet Alliance project which involves collaboration between several countries
in Europe. The project aims to develop a quantum network infrastructure that can connect cities
with secure communication. The data show that these experiments successfully deliver qubits
over optical fibers and satellites with very low error rates, suggesting that large-scale
implementation of quantum networks is possible in the near future.

This experiment is a vivid example of how quantum information theory is applied in the
real world. The results provide an overview of how quantum communication networks can
enable safer and more efficient transmission of information than conventional systems. The
success of this project has prompted further research in this area, both in terms of better
management of qubits and the development of new technologies to support broader quantum
infrastructure.

This case study shows that while the technical challenges in quantum communication are
still enormous, achievements such as those found in the Quantum Internet Alliance project
provide a positive picture of the future of quantum communication. The success of these
experiments led to further development in this area, with an emphasis on the stability and
reliability of real-world quantum communication systems. The use of satellites in these
experiments also paved the way for quantum communication between continents, which was
previously thought to be almost impossible.

This case study illustrates that although there are still many technical challenges,
continuous research will solve these problems. With the advancements taking place, global
quantum communication networks could become a reality in the coming decades, bringing a
major impact on data security and communications in the future.

The relationship between case studies and statistical data shows that the achievements of
experiments such as the Quantum Internet Alliance contribute directly to an increase in the
number of publications and further research in quantum communication. The success of this
experiment is a catalyst for other research that focuses more on the development of quantum
communication infrastructure and applications. Overall, the results of successful experiments
accelerate the development of quantum communication theory and applications, enrich
research databases and strengthen the relationship between the world of theory and practice in
this field.

This study produced the main findings related to the application of quantum information
theory in network quantum communication (Pompili dkk., 2021). The results of the analyzed
experiments show that although there are still technical challenges in the management of qubits
and quantum error correction, there are significant advances in experiments that utilize
satellites and optical fibers for qubit delivery. The increase in the number of publications in this
field also reflects the rapid developments taking place in quantum communication technology,
which is getting closer to practical application in the real world.

In addition, statistical data show that research is now more focused on direct applications
of quantum communication, such as cryptography and quantum teleportation, leading to the
creation of a more secure and efficient quantum communication infrastructure. Further research
will focus on strengthening the stability of this system, with wider applications in the field of
data security and remote information transmission.

This research is in line with the latest research in the field of quantum communication,
especially which focuses on integrating quantum information theory with real-world
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experiments (X. Yang dkk., 2023). However, there were significant differences in the approach
used in this study compared to other studies. Some previous studies have focused more on
theoretical aspects of quantum communication, while this research has placed attention on
experiments and practical applications, such as the integration of satellites in qubit transmission
and the development of quantum networks between cities.

In this case, other research may not have paid enough attention to the technical
challenges in the practical implementation of quantum communication, such as the problems of
qubit stability and information transmission distance (De Forges De Parny dkk., 2023). Thus,
the results of this study make a more concrete contribution related to real-world applications,
linking theory with more field-tested technology. This distinction highlights the importance of
research that focuses on practical implementation, which can accelerate the application of
quantum communication technologies.

The results of this study indicate that quantum communication is entering a more serious
practical implementation stage. The achievements found show that the development of this
technology is no longer just an experiment in the laboratory, but towards real-world
applications that can change the global communication landscape. The success of the
experiment and the significant increase in the number of publications show that this field is
increasingly gaining attention from various researchers and technology companies.

In addition, this study also shows that the integration between quantum information
theory and practical experiments is a crucial step towards the creation of a safer and more
efficient communication network (Qu dkk., 2023). This signals that to achieve success in the
application of quantum technology, collaboration between theoretical researchers and
practitioners is urgently needed. The results of this study reflect a turning point in the journey
of quantum communication that leads to more practical and applied solutions.

The implications of the results of this study are huge, especially in the context of data
security and the development of global communication infrastructure. The success of quantum
communication experiments shows that this technology can bring about major changes in the
way we transmit information, providing a higher level of security than classical communication
systems. It also paved the way for the creation of a global quantum communication network
that could be used to securely transfer information between countries and international
organizations.

On the other hand, these findings also imply that quantum communication is not only
limited to the technology and security sectors, but can also be applied in a variety of other
fields, such as finance, government, and health (Larocca dkk., 2023). This technology has the
potential to be a key driver in global digital transformation, changing the way we interact with
data and information. The long-term implication is the creation of a new era of completely
secure and efficient communication.

The results of this research emerged due to technological advances that allow more
complex experiments and the application of quantum information theory in the context of
communication. With the advancement of quantum programming technology and hardware,
such as satellites and fiber optics, quantum communication experiments that were previously
only theoretical are now beginning to show their practical potential. In addition, the increase in
interest in information security is also the main driving factor that makes this study receive
great attention.

Research advances in this field are also influenced by collaborations between countries
and universities, which allow greater access to research resources and infrastructure (Beer dkk.,
2020). This accelerates the achievement of breakthroughs in quantum communication that are
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more efficient and applicable in the real world. Thus, the results of this study reflect the
synergy between technological developments, market needs, and the drive for scientific
research to solve major problems in the field of communication and data security.

The next step is to deepen this research by focusing on the management of qubits in long-
distance transmission and the development of solutions for quantum error correction (Schiitt
dkk., 2019). Further research should also focus on developing protocols that allow the
transmission of quantum information in larger networks, with better stability and higher
efficiency. International collaboration also needs to be strengthened to accelerate the
development of global quantum communication infrastructure.

The big challenge that remains is how to seamlessly integrate quantum communication
systems with classical communication networks, creating a hybrid infrastructure that can
support both types of technologies. Therefore, future research should focus on architectural
design that allows for seamless integration, as well as the development of algorithms that can
improve the performance and speed of quantum communication systems at scale.

Finally, efforts to implement quantum communication technology should be carried out
gradually, starting with testing on a limited scale and continuing to evolve as more stable and
tested results are achieved (Landsman dkk., 2019). By paying attention to the technical
challenges and practical applications faced, further steps in this research can accelerate the
transition to the era of secure and efficient global quantum communication.

CONCLUSION

The most important finding in this study is the development of the application of
quantum information theory to network quantum communication, which has shown rapid
progress, although there are still technical challenges such as qubit management and system
stability. This research has succeeded in exploring the potential of quantum communication
with experiments that focus more on practical applications, especially for data security and
safer and more efficient long-distance information transmission.

The value of this research lies in its contribution to the understanding and application of
quantum information theory in the context of quantum communication. The method used,
which combines practical experiments with quantum theory, makes a major contribution to the
development of more stable quantum communication networks. In addition, the results of this
research pave the way for the application of this technology in critical sectors such as
government, finance, and health.

The limitations of this research lie in the limited testing that still faces technical
challenges in terms of qubit management and quantum error correction. The direction of further
research should focus on developing systems that are more stable and can be integrated with
classical communication infrastructure. In addition, the research needs to explore solutions for
information transmission distance management and integration between quantum and classical
communication protocols to achieve more efficient communication networks.
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