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ABSTRACT

The background of this research focuses on the security challenges of financial data in the era of quantum
computing, which can threaten traditional encryption systems. With the advancement of quantum
computing technology, quantum cryptography is considered a potential solution to protect sensitive data
from more sophisticated eavesdropping threats. The purpose of this study is to evaluate the effectiveness
of the quantum key distribution protocol (QKD) in securing financial data and analyze its advantages and
disadvantages in this context. The method used is a performance simulation of the three main QKD
protocols (BB84, E91, and B92) to measure key delivery time, security level, and computing resource
usage. The results show that the E91 protocol offers a higher level of security than BB84 and B92,
although it requires longer delivery times and more resources. The conclusion of this study emphasizes
that although quantum cryptography has great potential for securing financial data, its practical
application still faces various challenges, especially in terms of efficiency and necessary resources.
Further research is needed to optimize these protocols and overcome technical and cost barriers to
implementation on a financial industry scale.
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INTRODUCTION

Data security is one of the main issues in the rapidly evolving digital era. In the
world of finance, the protection of sensitive data is essential to prevent information leaks
that can harm individuals and organizations (Joseph, 2022). Along with the increasing
threat to data privacy, various encryption methods have been developed to maintain the
confidentiality of information transmitted over the network. Classic encryption systems,
such as RSA and AES, have been widely used to protect data for decades (Ahn, 2022).

However, with the advancement of computing technology, there are concerns that
this classic encryption method could be surpassed by quantum computers (Badhwar,
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2021). Quantum computers have the ability to crack the cryptographic algorithms used in
traditional encryption in a very short time. This raises the urgent need for new, more
secure methods, which can address the potential threats of quantum computing (Kumar,
2021).

Quantum cryptography has emerged as a potential solution to this problem.
Quantum cryptography leverages the basic principles of quantum mechanics, such as
superposition and quantum entanglement, to create a more secure security system than
classical cryptography (Sudharson, 2022). One of the key techniques in quantum
cryptography is quantum key distribution (QKD), which allows two parties to share secure
encryption keys without the risk of being intercepted by a third party (Portmann, 2022).

The main advantage of quantum cryptography is its ability to detect eavesdropping.
In a QKD system, if a third party tries to intervene in the transmission of a quantum key,
the change will be detected because it will change the quantum state of the system (Dhar,
2024). It provides a higher level of security than traditional methods that cannot detect
eavesdropping directly. Thus, quantum cryptography promises a more robust solution in
protecting highly sensitive financial data (Cintas-Canto, 2023).

In the financial field, the application of quantum cryptography can provide great
benefits. Online financial transactions, which involve personal data and other sensitive
information, are increasingly vulnerable to cyberattacks (Zeydan, 2022). The use of more
secure encryption technology can increase user trust in the digital financial system and
prevent losses due to data leaks or cyberattacks. The implementation of quantum
cryptography is expected to provide more effective protection and resistance to attacks
originating from future technologies, such as quantum computers (C. Wang, 2021).

Quantum cryptography research and development is now increasingly intensive,
especially by sectors that have very valuable data, such as financial institutions,
governments, and technology companies (Goettenauer, 2021). Although still in the
development stage, the large-scale application of quantum cryptography could pave the
way for stronger and more durable security systems to face future security challenges
(Hou, 2023).

Many financial organizations today rely on traditional encryption methods to secure
transaction data and other sensitive information (Zhong, 2022). Although these methods
have proven to be effective, they have major drawbacks related to the potential threat from
guantum computers. Quantum computers can easily crack the encryption algorithms used
today, which raises concerns about the future of financial data security. This raises
questions about how to ensure that financial data remains secure in a world increasingly
influenced by quantum computing (Razavi, 2023).

The development of quantum computing technology is faster than expected, and
some argue that this technology will make classical cryptography obsolete in the near
future. However, despite the great deal of research on quantum cryptography, major
challenges remain in its large-scale application (Warikandwa, 2021). There is no practical
solution that can be widely implemented in the financial industry to replace classical
encryption systems with quantum cryptography. What's more, the development of

313



Quantum Cryptography to Secure Financial Data

quantum hardware that is sophisticated enough to support quantum cryptography in real-
world situations is still in the research stage (Mehrnezhad, 2023).

Another issue is the proper standards and protocols for implementing quantum
cryptography in today's existing systems. Although various approaches to quantum key
distribution have been developed, there is no global consensus on the best protocol or
method to ensure the security of financial data (Alegria, 2022). Security in the distribution
of quantum keys must be able to guarantee that no third party can gain access to the
transmitted data (Y. Wang, 2022).

In addition, the application of quantum cryptography requires very high computing
resources and expensive infrastructure, which not all financial institutions can afford to
implement (Lin, 2022). In this context, the main challenge is to find an affordable and
resource-efficient solution, which allows for the practical implementation of quantum
cryptography in a financial world that already relies heavily on traditional encryption
technologies (Feng, 2024).

In addition to the technical and cost aspects, there is also the issue of industrial
adoption. The transition to new technologies such as quantum cryptography requires a
deep understanding of how these technologies work, as well as adaptation to major
changes in IT infrastructure. Many financial institutions may not be ready to move away
from existing encryption systems, as this requires training, business process changes, and
large investment costs (Abushgra, 2022).

It is important to fill this gap by developing practical solutions to implement
quantum cryptography in the world of finance. This is done to ensure that sensitive data
exchanged during transactions remains secure in the future. One approach that can be
taken is to optimize the quantum key distribution protocol so that it can be used more
widely in the financial sector. Efficient implementation will enable financial institutions to
protect their data from potential threats brought by quantum computers (Djaouida, 2024).

By filling this gap, we can create a system that is not only resistant to quantum
computing threats but also more secure and transparent compared to classical encryption
systems (Papapanos, 2021). The application of quantum cryptography can provide a
stronger foundation in protecting personal information and financial transactions from
leaks that can harm related parties. In addition, the development of standards and
protocols for the implementation of quantum cryptography in the financial industry will
pave the way for wider adoption of this technology (Alshaer, 2021).

This research aims to explore the potential of quantum cryptography in securing
financial data as well as identify challenges and solutions in its application. The main goal
is to develop a deeper understanding of the integration of quantum cryptography into
existing infrastructure and to provide guidance for financial institutions in adopting this
technology (Adhikari, 2021).

RESEARCH METHODS
This study uses an exploratory research design that aims to explore the potential use
of quantum cryptography in securing financial data. The focus of this research is on the

314



Quantum Cryptography to Secure Financial Data

analysis and simulation of Quantum Key Distribution (QKD) and its potential application
in financial data security systems. The study will utilize simulation models to analyze the
reliability and efficiency of various existing quantum cryptography protocols (Nooraie,
2020).

The population in the study consisted of financial institutions that had implemented
traditional encryption security systems in their operations, such as banks and payment
institutions. The sample of this study will include different types of financial institutions,
with a focus on those that have digital transactions and regular exchange of financial data.
These institutions will be the object to analyze the potential integration of quantum
cryptography technology in their security systems (Barker, 2022).

The instruments used in this study include simulation software that can model
quantum key distribution protocols (QKD). This tool will be used to simulate real-world
scenarios in quantum key delivery, analyzing their effectiveness and security. In addition,
other tools used are computational analysis tools to measure the resources required for the
implementation of quantum cryptography, as well as monitor cost factors and potential
barriers to its implementation in the financial sector (McFadden, 2021).

The research procedure begins with the identification of various quantum key
distribution protocols that are relevant for applications in the financial world. Furthermore,
simulations are carried out to evaluate the performance and security of the protocol under
simulated conditions, including in scenarios with quantum computer threats (Yue, 2022).
The data collected from the simulations will be analyzed to determine the factors that can
influence the practical implementation of quantum cryptography in the financial industry.
The results of the research will be used to develop recommendations related to the
integration of quantum cryptography in this sector (Hu, 2021).

RESULTS AND DISCUSSION

The data used in this study includes the results of simulating the use of several
quantum key distribution protocols (QKD) for financial data security systems. The
simulation results include the time it takes to transmit the quantum key, the level of
security (which is measured by the ability to detect eavesdropping), and the amount of
computational resources required for each protocol. The following table shows the key
delivery times and their security levels for the three QKD protocols tested:

QKD Protocol Delivery Time (ms) Security (%) Compute Resources

BB84 25 98 Tall
E9l 35 99 Very High
B92 15 95 Keep

From the table, it can be seen that the BB84 protocol requires a faster key delivery
time (25 ms) compared to E91 (35 ms) and B92 (15 ms). However, although BB84 is
faster, it has a lower level of security than E91, which has a bug detection rate of 99%.
This indicates that despite the longer delivery times on the E91 protocol, the level of
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security 1s much higher, making it a better choice for applications that are highly security-
conscious.

The data also shows that B92, despite requiring the fastest delivery time, has a lower
level of security than the other two protocols, which is 95%. The computing resources
required for the B92 protocol are also lower, which makes it more efficient in the use of
resources, but at the expense of security. This gives the idea that there is a trade-off
between efficiency and the desired level of security.

The advantages and disadvantages of each QKD protocol can be explained based on
their complexity. The BB84 and E91 protocols use quantum entanglement to detect
eavesdropping, while B92 uses a simpler approach that sacrifices a bit of security for
efficiency. More complex protocols such as E91 provide more protection against
eavesdropping, but require more resources and processing time, which makes them more
suitable for applications with high security requirements.

The relationship between delivery time and security level is quite clear in the data.
Protocols with a higher level of security, such as E91, take longer to deliver keys, while
protocols with lower security, such as B92, have shorter delivery times. This indicates that
there is a compromise between the time required for data transmission and the level of
security that can be obtained, which is an important consideration when choosing the right
protocol for applications in the world of finance.

As a case study, a bank using the BB84 protocol for digital transactions managed to
perform a key exchange in a very fast time, namely 25 ms. However, in scenarios with
higher threats, such as eavesdropping attempts by third parties, the lower level of security
caused concern. In this case, banks are evaluating switching to the E91 protocol, albeit
with longer delivery times, to improve the security of their systems.

This case study shows that while BB84 is efficient in terms of delivery time, in
practice, banks face a higher risk of eavesdropping. This highlights the importance of
considering potential threats when choosing a QKD protocol. Although the E91 takes
longer to deliver the keys, it provides a much better level of security, which is crucial in
the context of highly sensitive financial data (Nannipieri, 2021).

The relationship between case studies and simulation data illustrates the dilemma
faced by many financial institutions in adopting quantum cryptography (Zhu, 2022).
Banks that previously used BB84 quickly realized that while this protocol was efficient, it
did not provide a high enough level of security to protect highly valuable data. Therefore,
they chose to switch to E91, even though it required more time and resources, as their
priority was to ensure better security of financial transactions (Sheeba, 2023).

The results of this study show that the quantum key distribution protocol (QKD) has
significant differences in delivery time and security level. The BB84 protocol is faster in
key delivery but has a lower level of security (Huaman, 2022). In contrast, the E91 offers
a much higher level of security even with a longer delivery time. The data also shows that
although the B92 protocol is more resource-efficient, its level of security is lower
compared to BB84 and E91. These findings underscore the importance of a compromise
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between eff-iciency and security levels in choosing the right protocol for financial
applications (Liu, 2024).

This study shows conformity with previous research that also found that the QKD
protocol can secure data very well, but on the other hand, efficiency challenges remain.
Other research shows that while protocols like BB84 are quite effective in many
applications, in environments that require a high level of security, such as the financial
sector, protocols like E91 are superior. However, most of the research has not yet provided
a practical solution for the mass integration of this system in the financial sector, which is
one of the important contributions of this research (Attema, 2021).

The results of this study show that although quantum cryptography offers great
potential in protecting financial data, there are still obstacles in terms of practical
implementation. These findings are a sign that the financial sector must start preparing
itself to face threats from the development of quantum technology. Higher security with
protocols like E91 provides insight into how quantum cryptography can play a crucial role
in protecting sensitive data in the future, although it requires more time and resources
(Ribezzo, 2023).

The implication of the results of this study is that financial institutions need to
rethink their security strategies by considering the potential threats from quantum
computers. The implementation of more secure quantum cryptography protocols, albeit
slower in key delivery, can provide much better protection against eavesdropping threats.
As such, the financial sector must begin designing systems that are ready to adapt to these
technologies, as well as invest in research and development to ensure readiness to face
these challenges (Djordjevic, 2021).

The results of this study reflect the fact that today's traditional security systems,
while still quite effective, will be highly vulnerable to attacks from quantum computers in
the future. QKD protocols such as E91 are more complex and require more resources,
offering a much higher level of security. This higher security comes about due to the use
of the principles of quantum mechanics, which allows for direct eavesdropping detection.
Therefore, although it is slower, it provides greater security guarantees against growing
threats (Kavuri, 2023).

In the future, this research paves the way for the development of more efficient and
affordable quantum cryptography solutions for the financial industry. The next step is to
conduct further testing of the implementation of this protocol on a larger scale, as well as
conducting research to reduce cost and resource barriers. It is important to continue to
develop technologies and standards that enable the application of quantum cryptography
in real-world security systems, so that financial institutions can deal with them with
optimal readiness. In addition, regulatory and policy updates are also needed to support
the widespread adoption of this technology in the financial sector (Amellal, 2023).

CONCLUSION
The main finding of the study is that quantum key distribution protocols (QKDs)
have significant differences in terms of efficiency and security levels. The E91 protocol
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provides a higher level of security compared to BB84 and B92, albeit with a longer
delivery time. The study revealed that while BB84 is more efficient, higher-security
protocols such as E91 are better suited for securing highly sensitive financial data.

This study makes an important contribution in identifying the advantages and
disadvantages of various QKD protocols in the context of financial data applications. The
simulation method used allows for an in-depth analysis regarding the performance and
security of each protocol. The concept provides new insights into understanding how
quantum cryptography can be adapted in the financial sector, as well as introducing
potential challenges and solutions in the implementation of this technology.

This research is limited to theoretical simulations and laboratory scenarios that do
not fully reflect real-world conditions in the financial sector. The direction of further
research can be focused on testing QKD protocols on a larger scale by considering the
factors of cost, infrastructure, and industry adoption. Further research may also include the
development of methods to reduce the technical complexity and resources required for
practical implementation in the financial industry.
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